¥ X
* *
ol R
» X
*V*
PUBLIC POLICY
SOLUTIONS

European-Style Digital Hostilities
Infecting the Western Hemisphere:

America’s Backyard is Becoming
a Testing Ground for Regulatory Nightmare

DECEMBER 2025




Public Policy Solutions

Executive Summary

President Trump’s America First trade agenda is laser focused on
ensuring fairness and reciprocity in global trade. A critical component
of these efforts includes addressing non-tariff barriers impacting
America’s lead in the global digital economy. These barriers are
responsible for enormous losses for the American people and
consumers globally.

As our first report highlighted, the European Union has been one of the
worst offenders in this space, championing a campaign of so-called
“digital sovereignty,” a protectionist strategy built on discriminatory
digital services taxes and sweeping regulations aimed squarely at U.S.
tech and telecom. Marketed as efforts to assert independence, these
policies deliberately target American companies, prevent competition,
and benefit China.

While the administration remains focused on ending these predatory
practices in Europe, it cannot lose sight of emerging threats much
closer to home. Indeed, across the Western Hemisphere, nations are
following Europe’s lead to the detriment of the United States and their
own economic growth and prosperity.

Their approach mirrors Europe in strategy, though it can differ in
tactics. Several South American nations are imposing or threatening
to impose digital services taxes, innovation-killing Al legislation and
restrictive data rules designed to punish U.S. digital and telecom
providers while protecting domestic competitors. Some of the worst
offenders are close trading partners of the United States, including
Brazil, Chile, and Colombia.

Making matters worse, they are using the language of “sovereignty”

as cover to justify this protectionism while deepening ties with
Chinese state-backed telecom firms. Several countries have solidified
partnerships with Chinese telecom giant Huawei, which is backed by
the Chinese Communist Party. Huawei is wiring 4G and 5G networks,
building cloud infrastructure, and embedding itself in sensitive national
data systems in places like Mexico and Brazil. Each deal expands
Beijing's reach and gives the CCP leverage over technologies that
underpin the economies and security of America's closest neighbors.

"While the administration
remains focused on
ending these predatory
practices in Europe,

it cannot lose sight of
emerging threats much
closer to home.'
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To the north, Canada, by contrast, has chosen a wiser course. Faced
with U.S. pressure, it reversed its planned digital services tax and
reaffirmed its commitment to a transparent, reciprocal partnership.
Other nations would do well to follow its example.

As the Trump administration continues its broader effort to right the
ship on international trade, it must also keep watch closer to home.
Recent bilateral trade deals announced with Argentina, Ecuador, El
Salvador and Guatemala demonstrate the administration’s renewed
focus on the region and addressing these discriminatory digital
policies. These deals should continue to be extended to other trading
partners in the region. Our home region should be an example to the
world, not a testing ground for protectionism and dangerous CCP
influence. Preserving open markets for U.S. technology and enforcing
fair, transparent digital policies across the region is critical

to sustaining American leadership in the years ahead.

Huawei is wiring

4G a5

networks,
building cloud
infrastructure,
and embedding
itself in sensitive
national data
systems in places
like Mexico
and Brazil.

Overview: Latin America’s
Adoption of Europe’s Digital
Regulatory Model

In our last report, we outlined the tactics used by the European Union
and its constituent countries to undermine American leadership in the
digital services economy.

Rather than adopting a fair and open model like the United States, in
which European telco companies like Nokia, Ericksson, Deutch Telecom
and others thrive, European nations have instead designed a complex
and highly targeted system of non-tariff barriers to impede the success
of U.S. technology firms and prevent competition and innovation.

We detailed the laws and regulations Europe has used to hamstring
U.S. companies, extract revenue through outlandish fees, and extend
preferential treatment not only to their state-owned telecoms but also
to Chinese Communist-tied companies. These are all redlines for this
administration. The President, Vice President, and several members of
the cabinet have in no uncertain terms and on several occasions said
that our allies must stop targeting our critical U.S. innovators.


https://publicpolicysolutionsusa.org/wp-content/uploads/2025/07/Public-Policy-Solutions-Telecom-Report-Final.pdf
https://publicpolicysolutionsusa.org/wp-content/uploads/2025/07/Public-Policy-Solutions-Telecom-Report-Final.pdf
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Yet those same approaches are now taking hold in the Western
Hemisphere. A number of Latin American governments are adopting
policies that track closely with Europe’s protectionist digital framework.
This comes amidst increased involvement from European companies
and policy organizations seeking to shape ongoing digital regulatory
discussions in the region.

And early signs of backsliding in Europe, such as efforts to develop
workarounds to impose network fees on American technology firms,
suggest that competitive pressure on U.S. tech firms will persist.

The Latin American agreements contain stronger commitments
against discriminatory digital trade policies and, given the region’s
closer economic ties to the United States, carry a higher likelihood of
being upheld. Still, these commitments will require close monitoring
as European-influenced regulatory policy continues to gain traction
across the region.

Several governments in Latin America have already moved in this
direction. Brazil has advanced legislation modeled on Europe’s Digital
Markets Act and Al Act, and its national telecom regulator has begun
asserting authority over data-center infrastructure through new
conformity requirements. Colombia has taken a similar approach on
taxation by implementing a “Significant Economic Presence” regime
that imposes a 3% rate on gross income for non-resident digital
service providers, with the Colombian Congress considering an
increase as high as 9%. This SEP tax is costing American companies
millions of dollars on top of what they already pay in taxes in order to
operate in Colombia. Other governments in the region have explored
DSTs to pad their government budgets, but few have pulled the trigger
like Colombia.

Latin American Countries Are
Targeting U.S. Innovators

The so-called sovereignty argument suggests American tech and
telecoms are providing their products and services at artificially low
prices to undercut domestic providers. Yet, there’s no evidence to
suggest that's happening. Instead, the trend we're seeing across
the region reflects a broader shift toward European-style digital
protectionism, including the use of harsh penalties and threats

of investigations to squeeze American firms and scare them out

of the market.

Just months ago, Chilean prosecutors filed an antitrust lawsuit against
Google, to impose $89 million in penalties based on alleged
market dominance. This follows Chile’'s passage of a law in 2024 to

data collection by tech companies and cross-border data
transfers, imposing a $1.4 million penalty for each violation. Experts
have pointed out that the new law is to Europe’s data-protection
laws that have been used to impose multibillion-dollar fines on U.S.
tech companies.

As the Trump administration works to implement the terms of the
U.S.-EU trade deal and bring an end to discriminatory digital services
taxes and network fee schemes, it must also address the parallel
trend developing in our own backyard. New trade agreements

with Latin American countries should follow the excellent model

the administration has already rolled out in the region, including
commitments to not impose digital service taxes that discriminate
against U.S. companies. They should also mirror the recent U.S.-EU
framework, which bars network fees and other efforts to fold American
companies into telecom-style regulation.

"As the Trump
administration works

to implement the terms
of the U.S.-EU trade
deal and bring an end
to discriminatory digital
services taxes and
network fee schemes, it
must also address the
parallel trend developing
in our own backyard.’
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Chilean prosecutors
filed an antitrust lawsuit
against Google, seeking

in penalties based
on alleged market
dominance.



https://www.fne.gob.cl/en/fne-acusa-a-google-por-abuso-de-posicion-dominante-y-pide-al-tdlc-multa-de-us-89-millones/?utm_source=chatgpt.com
https://www.dlapiper.com/en-jp/news/2023/05/legal-alert-chiles-bill-on-personal-data-protection-what-comes-ahead?utm_source=chatgpt.com
https://fpf.org/blog/chiles-new-data-protection-law-context-overview-and-key-takeaways/

Public Policy Solutions

Likewise, Colombia is in a legal battle with Google over the country’s
strict personal data regulations. Additionally, this year Colombia’s
Superintendence of Industry and Commerce (SIC) launched an antitrust
probe into Apple, which could subject it to stiff regulatory penalties.

Most aggressive is Brazil, which has used its Administrative Council
for Economic Defense (CADE) to go after American companies. While
CADE describes itself as an “independent agency” with the mission of
ensuring “free competition,” it has targeted nearly every major U.S. tech

company with steep fines and investigations, often relying on broad
interpretations of the law or unclear competition-related allegations.

In 2023, CADE threatened Google with a fine of $200,000 per hour if
they did not censor content deemed “propaganda” by the Brazilian
government. Brazil's CADE also launched an administrative inquiry
into Meta, threatening the company with fines if it didn't abandon
“Meta Al” operations.

"In 2023, CADE threatened
Google with a fine of
$200,000 per hour if they
did not censor content
deemed ‘propaganda’ by
the Brazilian government.”

Brazil: The Region’s Leading
Copycat of Europe’s Digital
Rulebook

Brazil has already distinguished itself as the region’s most aggressive
regulator, but its tactics extend well beyond case-by-case pressure on
U.S. firms. Brazil is also the clearest example of a government moving
to import Europe’s entire digital regulatory playbook.

Brazilian lawmakers and regulators are drawing directly from the EU’s
Digital Markets Act, the EU Al Act, and new conformity-assessment
rules similar to those reshaping telecom-adjacent infrastructure in
Europe. This shift goes far beyond isolated enforcement actions and
marks a coordinated push to reshape the country’'s digital market rules
in ways that mirror Europe and fall hardest on American companies.

A central part of that effort is , a digital markets bill that
would establish new ex-ante obligations for large digital platforms “to

guarantee competition and curb abusive prices in the country,” expand
the authority of CADE (Brazil's antitrust agency) over digital markets,
and create a Digital Markets Superintendency within CADE to designate

Elon Musk’s X was forced to pay more than $5 million in fines to
Brazilian regulators after the platform refused to censor profiles

commenting on its presidential election. Brazilian courts took a
comparable action against Rumble, suspending the video-sharing
platform and fining the company $1.4 million after it refused to block
the account of a Brazilian streamer living in the U.S. who authorities
accused of spreading “hate speech.”

These are just a few examples of the intentional targeting of U.S.
companies that together create a hostile environment for their
operations in the region. Whether through hefty fines or, in the case of
AT&T leaving Mexico, heavy-handed government regulations aimed at
making operations more complex for American companies, it's clear
that this lopsided treatment is weakening U.S. competitiveness.

FINES CHARGED FOR NOT
CENSORING CONTENT
(BY BRAZLIAN GOVERNMENT)

Elon Musk’s X rumble

MILLION MILLION

Brazil's digital markets
bill would establish
broad, open-ended

obligations for certain

digital firms.

“systemically relevant” companies. Those firms would be required to
meet broad, open-ended obligations or face sanctions.

Industry groups have already noted that the bill is “ " by Europe’s
Digital Markets Act (DMA), the same model that has triggered revenue
losses tied to advertising limits and delayed access to new Al and
large-language-model technologies in Europe itself. Even so, the Lula
government has requested urgency in pushing the bill forward, despite
warnings from U.S. companies that fast-tracking it without clear
standards would create legal uncertainty and undermine their ability

to introduce new products.



https://colombiaone.com/2024/08/18/colombia-google-lawsuit/
https://www.pymnts.com/cpi-posts/apple-faces-antitrust-probe-in-colombia-over-alleged-market-abuse/
https://www.gov.br/cade/en/access-to-information/about-us
https://www.bricscompetition.org/news/brazils-cade-to-investigate-metas-data-usage
https://www.bbc.com/news/articles/c5y06vzk3yjo
https://www.reuters.com/technology/brazil-supreme-court-orders-rumble-suspension-country-2025-02-22/
https://www.bloomberg.com/news/articles/2025-02-21/brazil-supreme-court-fines-x-orders-rumble-to-appoint-legal-rep?embedded-checkout=true
https://www.reuters.com/technology/brazil-supreme-court-orders-rumble-suspension-country-2025-02-22/
https://mexiconewsdaily.com/business/att-may-be-leaving-mexico/
https://www1.folha.uol.com.br/mercado/2025/11/entidades-pedem-a-motta-prioridade-no-projeto-de-lei-antitruste-contra-as-big-techs.shtml
https://www1.folha.uol.com.br/blogs/c-level-plano-brasilia/2025/11/big-techs-criticam-celeridade-de-votacao-do-projeto-de-combate-a-praticas-anticoncorrenciais.shtml
EU Fines on Tech Companies
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"Industry groups

have already note

that the bill is 'inspired’
by Europe’s Digital
Markets Act (DMA)

the same model that
has triggered revenue
losses tied to advertising
limits and delayed
acces to new Al and
large-language-model
technologies in

Europe itself.’

Brazil is also moving ahead with an Al regulatory framework that

draws heavily from the EU's Al Act. The draft legislation adopts the EU’s
risk-tiered system and imposes obligations on developers, distributors,
and applicators of high-risk systems, including requirements to produce
risk assessments focused on bias and “potential discrimination.” In
several areas, the proposal goes even further than Europe by spreading
obligations across more actors in the Al supply chain.

At the regulatory level, Brazil's telecommunications regulator ANATEL
has started expanding its authority in ways that directly affect U.S.
cloud and data-center providers. In August 2025, the agency pushed
through Resolution 780 in an unexpected Deliberative Circuit, creating
new certification requirements for data centers that it considers part
of Brazil's telecom networks. Facilities must now be certified before
operating and meet standards for physical security, cybersecurity,
continuous operation, energy efficiency, and environmental
sustainability. For U.S. companies, that means more costs and
significantly more regulatory friction.

The rule is written so broadly that companies cannot tell which data
centers ANATEL intends to regulate. Any facility connected to, or
playing a role in, a telecom network could fall under the rule, making it
harder for U.S. cloud providers to plan investments with confidence.

While Brazil is not the only country in the region exploring
Europe-inspired approaches, it is by far the furthest along. Its

rapid embrace of EU-style digital policies shows how quickly these
frameworks can spread across the region if left unchecked. That risk
becomes even clearer when the pressure placed on U.S. companies
creates openings for far less trustworthy and secure actors to step in.

European Influence in Latin

L] , L] L] L]
America'’s Digital Policy
Europe's role in driving this trend in the Western Hemisphere is
active and deliberate. The EU and its national governments are now
exporting their regulatory framework to Latin America through formal

partnerships and direct lobbying by European telecom and
digital-policy groups.

The EU-Latin America “Digital Alliance,” which offers a vehicle for the
two regions to share advice on how to achieve an “inclusive digital
transformation,’ is perhaps the most obvious expression of this

effort. The alliance hosts high-level policy dialogues fostering

EU-Latin American cooperation on numerous issues including

internet governance, data governance, and data protection, and openly
declares its goal to “level-up” digital regulatory frameworks across
Latin America.
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"The EU-Latin America
'Digital Alliance, which
offers a vehicle for

the two regions to

share advice on how to
achieve an 'inclusive
digital transformation, is
perhaps the most obvious
expression of this effort."


https://www.techpolicy.press/brazils-ai-law-faces-uncertain-future-as-big-tech-warms-to-trump/
https://ec.europa.eu/commission/presscorner/detail/en/statement_23_3892
https://www.eeas.europa.eu/sites/default/files/documents/2025/EULACDigital Alliance_2024_Bolivia_EN.pdf
https://www.eeas.europa.eu/sites/default/files/documents/2025/EULACDigital Alliance_2024_Bolivia_EN.pdf
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European officials have also stepped up direct political engagement.
Spain’s Minister for Digital Transformation used the 2025 ANDICOM
tech congress in Colombia to call for a Spain-Latin America alliance to
promote European-style digital-rights agendas to the region. Brazil's
communications minister attended the 2024 Mobile World Congress in
Barcelona, where he explicitly pointed to EU rules to justify new taxes
and regulations on large technology companies. Ecuador’s telecom
minister attended the same event to generate “important contacts”
with European regulators and use their experiences to help shape
Ecuador’s tech regulations.

In 2025, Brazil's ANATEL partnered with the German Embassy for

a joint webinar highlighting the EU’s Digital Services Act and its
emphasis on “responsibility, fair competition, and democratic

values.” A member of the European Parliament publicly encouraged
Brazil to adopt EU-style rules, citing the countries’ “proximity” in
consumer-protection philosophy. The EU’s agency supporting the Body
of European Regulators for Electronic Communications (BEREC) has
also met with multiple Brazilian ministries to discuss how the DMA
and DSA could guide Brazil's “digital transformation strategy.”

European industry groups are applying similar pressure in

Colombia, where a coalition of telecom stakeholders, including
European-owned Movistar (Telefonica) and Tigo Une (Millicom),
recently urged the government to adopt regulations modeled on
Europe’s system, including network-cost requirements aimed squarely
at large digital platforms. Millicom has become one of the region’s

most aggressive buyers, acquiring Telefonica’s operations in Colombia,
Uruguay, and Ecuador for more than $1.2 billion combined. Meanwhile,

Telefonica Brasil now accounts for 64% of Brazil's 5G coverage after
argest

u

acquiring a majority stake in FiBrasil, giving it the
fiber-to-home deployment” in Latin America.

Millicom has become
one of the region’s most
aggressive buyers,
acquiring Telefonica’s
operations in Colombia,
Uruguay, and Ecuador
for more than

$1.2 billion

combined.

.i. Telefénica

Taken together, these moves show just how aggressively Europe is
working to shape Latin America’s digital future, and how vulnerable
the region has become to outside influence. And Europe is not the
only actor moving in. As U.S. companies face mounting political and
regulatory barriers, a far more troubling alternative is stepping into
the vacuum.

Latin America’s Friendliness with
China Turns into Dependence

In 2018, President Trump signed a bill banning the use of Huawei
and ZTE technology by the U.S. government and its contractors as
part of broader national security measures aimed at restricting
Chinese telecom firms. Just four years later, the FBI uncovered
Huawei equipment on rural U.S. cell towers capable of intercepting
Defense Department communications, including those tied to U.S.
Strategic Command, raising concerns about nuclear command and
control vulnerabilities.

Despite these concerns, Huawei's business in Latin America grew

by 9% from 2021 to 2022. The company now operates at least nine
data centers in the region, including in Brazil, Chile, Mexico, Peru, and
Argentina. According to the United States Institute for Peace, Huawei
currently works with “every large mobile and internet service provider
in Latin America.”

"Huawei currently
works with every large
mobile and internet
service provider in
Latin America.’

4G LTE networks run on

In fact, nearly every major Latin American country has integrated
Chinese equipment into its technology infrastructure. To date, Costa
Rica is the only country in the region that has banned the use of
Chinese technology in new networks.

By some estimates, up to 70% of Latin America’s 4G LTE networks run
on Huawei equipment. Reportedly, 660 million Latin Americans rely on
Chinese technology.

660

MILLION

Latin Americans
rely on Chinese
technology

of Latin America’s
Huawei equipment

Venezuela represents Huawei's closest relationship with a Latin
American state, where Huawei and ZTE became dominant telecom
providers for both public and private operators. In Mexico, more than
half of the country’s 4G network relies on Huawei equipment, and more
than 80% of phone calls reportedly run through a Huawei device.


https://www.reuters.com/markets/deals/telefonica-sells-its-colombian-unit-millicom-400-million-2025-03-13/
https://www.reuters.com/markets/deals/telefonica-sells-uruguay-unit-millicom-440-million-2025-05-22/
https://www.reuters.com/en/spains-telefonica-sells-its-ecuador-unit-380-million-2025-06-14/
https://www.telefonica.com/en/wp-content/uploads/sites/5/2025/06/rdos25t2-eng.pdf
https://www.riotimesonline.com/telefonica-brasil-buys-bigger-stake-in-fibrasil-to-speed-up-internet-expansion/
https://www.telefonica.com/en/wp-content/uploads/sites/5/2025/06/rdos25t2-eng.pdf
https://www.telefonica.com/en/wp-content/uploads/sites/5/2025/06/rdos25t2-eng.pdf
https://en.unav.edu/web/global-affairs/las-subastas-de-5g-en-latinaomerica-no-vetan-a-huawei-como-pedia-washington
https://www.usip.org/sites/default/files/2024-04/sr-529_huaweis-expansion-latin-america-caribbean-views-region.pdf
https://en.unav.edu/web/global-affairs/las-subastas-de-5g-en-latinaomerica-no-vetan-a-huawei-como-pedia-washington
https://www.usip.org/sites/default/files/2024-04/sr-529_huaweis-expansion-latin-america-caribbean-views-region.pdf
https://www.lamoncloa.gob.es/lang/en/gobierno/news/paginas/2025/20250905-digital-rights-ib-alliance.aspx
https://www.gov.br/mcom/pt-br/noticias/2024/fevereiro/juscelino-filho-se-reune-com-grandes-empresas-de-telecomunicacoes-e-defende-taxacao-de-big-techs
https://www.gov.br/mcom/pt-br/noticias/2024/fevereiro/juscelino-filho-se-reune-com-grandes-empresas-de-telecomunicacoes-e-defende-taxacao-de-big-techs
https://caracol.com.co/2024/03/04/avances-en-tecnologia-se-convierten-en-problema-de-regulacion-ministro-telecomunicaciones-ecuador/
https://www.gov.br/anatel/pt-br/assuntos/noticias/anatel-promove-dialogo-brasil-europa-sobre-regulacao-do-comercio-eletronico-em-webinar
https://www.gov.br/anatel/pt-br/assuntos/noticias/anatel-promove-dialogo-brasil-europa-sobre-regulacao-do-comercio-eletronico-em-webinar
https://www.gov.br/anatel/pt-br/assuntos/noticias/anatel-promove-dialogo-brasil-europa-sobre-regulacao-do-comercio-eletronico-em-webinar
https://www.berec.europa.eu/en/news/latest-news/berec-delegation-learns-about-digital-transformation-in-brazil
https://www.lavanguardia.com/tecnologia/20250723/10915283/gremios-telecomunicaciones-piden-colombiano-regular-plataformas-digitales-agenciaslv20250723.html
https://www.theverge.com/2018/8/13/17686310/huawei-zte-us-government-contractor-ban-trump
https://www.cnn.com/2022/07/23/politics/fbi-investigation-huawei-china-defense-department-communications-nuclear
https://en.unav.edu/web/global-affairs/las-subastas-de-5g-en-latinaomerica-no-vetan-a-huawei-como-pedia-washington
https://www.usip.org/sites/default/files/2024-04/sr-529_huaweis-expansion-latin-america-caribbean-views-region.pdf
https://www.usip.org/sites/default/files/2024-04/sr-529_huaweis-expansion-latin-america-caribbean-views-region.pdf
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"In Mexico, more than
half of the country’s 4G
network relies on Huawei
equipment, and more
than 80% of phone calls
reportedly run through a
Huawei device.’

Huawei Cloud continues to target fintech, e-commerce, online
education, and entertainment as key growth drivers of Latin America’s
digital economy. In 2021, Huawei Cloud's Latin America customer
base grew by 103% and its partners by 91%, making it one of the
fastest-growing cloud providers in the region.

Huawei Cloud's Latin America
Customer Base Increase in 2021

103%
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China's grip on Latin American digital infrastructure is staggering,
though hardly unsurprising. More than twenty Latin American and
Caribbean countries have joined China's Belt and Road Initiative.
Decades of investment have given Xi enormous leverage at a moment
when President Trump is working to rebalance long-mismanaged
trade relationships.

Brazil's Bad Example

Of all our regional trading partners, Brazil's relationship with China

is unsurprisingly the most intertwined. As of May 2025, Brazilian
President Luiz Inacio Lula da Silva has held three bilateral meetings
with Chinese President Xi Jinping in just the two years since taking
office. Brazilian officials say closer ties between China and Brazil are
“inevitable” and that the country is looking for “alternatives” to its
relationship with the United States.

During a Lula-Xi summit in November 2024, the two countries inked
nearly 40 cooperation agreements across sectors ranging from farming
and solar power to communications and nuclear energy. Xi gushed over
the accord, saying: “China-Brazil relations are now at their best moment
ever” and that China was ready to make the nations “golden partners.”

Echoing those sentiments in May of this year, President Lula said, “If it's
up to my government, our relationship with China will be indestructible.”
Examples of mutual admiration are numerous.

"Xi gushed over the
accord, saying:
‘China-Brazil relations
are now at their best
moment ever' and that
China was ready to
make the nation
'golden partners.”
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China is Brazil's largest trading partner, and Brazil is the third-largest
destination for Chinese investment of any country in the world,
receiving $4.2 billion in 2024 alone after doubling from the previous
year. The supercharged relationship is both in result of and by design
a challenge to U.S. dominance in the region.

- -~
-

Brazil is the

third-largest

destination for Chinese
investment of any
country in the world

Brazil provides the majority of China's soybean imports, along with
major shares of other agricultural goods such as beef. In 2024, China
imported almost $6 billion in Brazilian beef, accounting for half the
export volume of the country’s top producers. China’s state-controlled
grain trader operates export terminals in Brazil's Port of Santos and
co-finances rail and logistics corridors linking Brazil's soy producers
to shipping lanes.

Chinese investment in Brazil's energy and infrastructure sectors has
been estimated to exceed $51 billion. In 2023 alone, China invested
$668 million in Brazil's electricity sector, and another $568 million in
Brazil's automotive sector.

China's deep ties are due in part to the fact that Brazil does not weigh
national security risks in the same way we do. In no sector is that more
apparent than tech and telecom.

In 2023, Chinese telecom company Huawei celebrated 25 years of
presence in Brazil and touted its “central role” in the country. As a part


https://www.cfr.org/backgrounder/china-influence-latin-america-argentina-brazil-venezuela-security-energy-bri
https://www.huaweicloud.com/intl/en-us/news/20220623092248967.html
https://www.huaweicloud.com/intl/en-us/news/20220623092248967.html
https://www.reuters.com/world/brazil-seeks-china-trade-boost-amid-trump-tariff-chaos-lula-meets-xi-2025-05-12/
https://www.reuters.com/world/xi-lula-step-up-meetings-firming-china-brazil-ties-with-eyes-trump-2025-04-11/
https://www.reuters.com/world/china/chinas-xi-visits-brasilia-cap-tour-flexing-diplomatic-clout-2024-11-20/
https://www.reuters.com/world/china/chinas-xi-visits-brasilia-cap-tour-flexing-diplomatic-clout-2024-11-20/
https://www.reuters.com/world/brazil-seeks-china-trade-boost-amid-trump-tariff-chaos-lula-meets-xi-2025-05-12/
https://wits.worldbank.org/CountrySnapshot/en/BRA
https://www.reuters.com/business/autos-transportation/chinese-investment-doubles-brazil-jumping-no-3-destination-2025-09-04/
https://www.reuters.com/business/autos-transportation/chinese-investment-doubles-brazil-jumping-no-3-destination-2025-09-04/
https://www.chinadailyhk.com/hk/article/618125
https://miastrategicintel.com/chinas-food-security-strategy-and-latin-american-agricultural-partnerships/?utm_source=chatgpt.com
https://www.reuters.com/sustainability/china-buy-brazils-deforestation-free-beef-says-ngo-2025-10-21/
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of that celebration, Lula visited a Huawei facility in a “demonstration
that we want to tell the world we don't have prejudices in our relations
with the Chinese.” No prejudice indeed. Last year, during a board
meeting, Brazil's National Telecommunications Agency announced
that Huawei holds more than 44% share of 5G infrastructure in Brazil.
Huawei also estimates that more than 50% of the 3G and 4G mobile
networks in Brazil run on its equipment.

Huawei holds

more than 44 %
share of 5G

infrastructure
in Brazil

Huawei operates three data center clusters in Brazil and is planning

to open a fourth. ByteDance, the Chinese parent company of TikTok,

is reportedly weighing a major investment in a Brazilian data center
through a partnership with renewable energy producer Casa dos
Ventos. The project would utilize the “abundant wind energy” on Brazil's
northeast coast and could make Brazil a “pillar” of ByteDance's Western
Hemisphere operations.

Lula’s administration supports Chinese semiconductor development
in Brazil and has brushed off security concerns about Chinese
semiconductors, saying, “No one will prohibit Brazil from improving its
relationship with China.”

That may be true, but Lula would be advised to heed the warning signs
of other countries that have become too heavily reliant on Chinese
investment. Not only is he handing over enormous leverage over his
own country but also giving the CCP a dangerous foothold in the
Western Hemisphere.

Canada Charts a Better Course

Brazil's Lula doesn't need to guess what happens when a country
leans too heavily toward Beijing at the expense of its relationship

with the United States. Canada’s years-long friction with China, and
responsiveness to recent U.S. trade demands, is instructive for a more
secure and stable footing on the international stage.

For years, Canada flirted with the idea of introducing a digital service
tax, similarly citing a desire for “fairness” as its justification. Last
year, it went further and enacted a digital services tax designed to
apply retroactively to 2022. The first payments of that tax were to be
collected in June amid the height of U.S.-Canada trade negotiations.
As he and his team did with the Europeans, President Trump drew a
line in the sand:

“We have just been informed that Canada, a very difficult Country
to TRADE with, including the fact that they have charged our
Farmers as much as 400% Tariffs, for years, on Dairy Products,
has just announced that they are putting a Digital Services Tax
on our American Technology Companies, which is a direct and
blatant attack on our Country. They are obviously copying the
European Union, which has done the same thing, and is currently
under discussion with us, also. Based on this egregious Tax, we
are hereby terminating ALL discussions on Trade with Canada,

effective immediately. We will let Canada know the Tariff that they

will be paying to do business with the United States of America
within the next seven day period. Thank you for your attention to
this matter!”

Just days later, Canada announced it would rescind its DST. Why did
Canada reverse course when negotiations reached a fever pitch?

Of course, as their number one trading partner, the U.S.-Canada
relationship is essential to the countries’ success. It's number two
trading partner is, of course, China.

Though the two countries have worked to rebuild the relationship, the
2018 detention of Canadians Michael Kovrig and Michael Spavor by
Beijing set off a series of chain reactions demonstrating the hostile
economic, legal, and political tactics Communist China will deploy
when confronted, including election interference.

Canada has been on the sharp end of China’s coercion and intimidation
tactics that make for a strategically weak and volatile relationship.

By contrast, the Canadians know the U.S. makes for a stable and
democratic partner.

President Trump is right to demand our allies treat America with
fairness and reciprocity. He and his administration made clear that, as
the beneficiary of our military protection and economic partnership,
Canada cannot pursue a tax and regulatory regime that discriminates
against some of the largest U.S. companies.

CANADA'S SWIFT REVERSAL
MAKES TWO THINGS CLEAR:

1. American allies understand that the
U.S. is a far more valuable ally than
Communist China, and

2. Digital service taxes and other
non-tariff barriers are nonstarters
for all countries engaged in trade
negotiations with the U.S.

As President Trump’s National Economic Council director Kevin
Hassett said: “My expectation is that digital service taxes around the
world will be taken off, and that will be a key part of the ongoing trade
negotiations... You can expect that countries that have DSTs in the
future are going to be facing the wrath of [USTR] Jamieson Greer!

Punishing the success of our nation’s innovators with increased
taxation, burdensome regulation, and discriminatory measures
undermines fair competition and critical relationships of economic
cooperation. The Canada episode should serve as a clear roadmap for
European and Latin American allies alike if they want to restore balance
and fairness in their relationships to the United States.
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Conclusion

Our neighbors are targeting American industry and opening the

door to new threats in the Western Hemisphere. By importing Europe’s
punitive digital playbook against American firms while giving Chinese
state-backed companies room to expand across their digital and
telecom networks, they are giving the CCP a foothold in the digital
arteries of their national economies.

The United States should be the preferred partner for all Western
Hemisphere nations. American investment is grounded in transparency
and fair competition. U.S. firms bring collaboration and growth without
the protectionist barriers, security threats, and political coercion
inherent to partnership with China.

The emergence of a global artificial intelligence race has only amplified
the urgency of American cloud computing leadership in this region. As
the United States near-shores and on-shores supply chains, we must be
able to trust that regional partners will not compromise with Beijing or
sell access to the hemisphere's digital infrastructure.

Huawei's treatment of Canada should serve as a warning. Once
CCP-linked technology takes root, it becomes difficult to unwind,
bringing with it economic coercion, surveillance exposure, and national
security risks that threaten the sovereignty of entire nations.

"Huawei now controls
nearly half of Brazil's

5G networks and
operates multiple

data centers, while
ByteDance is planning an
$8.7 billion expansion.”

Brazil likewise offers a clear case study. Its leadership is waging a
two-front war on American technology, targeting U.S. companies with
censorship threats and a wave of Europe-style digital rules designed
to box out American tech while turning over its digital infrastructure

to CCP-linked firms. Huawei now controls nearly half of Brazil's 5G
networks and operates multiple data centers, while ByteDance is
planning an $8.7 billion expansion. Each move deepens Beijing's
influence in South America’s largest economy and opens the country
to dangerous vulnerabilities.

The United States must act before these trends become permanent and
ingrained. The administration should end tolerance for discriminatory
digital policies that disadvantage U.S. companies or hand strategic
control to Chinese state-owned enterprises. Future trade and
investment agreements should block digital taxes or regulations that
discriminate against American innovators. And until allied governments
act to limit CCP-linked access to sensitive data systems, the U.S.
should withhold new partnerships or initiatives.

"Future trade and
investment agreements
should block digital
taxes or regulations that
discriminate against
American innovators.’

Building on the administration’s Al Action Plan will be key to these
efforts, helping ensure U.S. innovation stays ahead of Beijing's push
to dominate next-generation technologies.

The question is simple: what kind of world do we want to live in? The
United States cannot afford another 5G moment, when hesitation
and complacency allowed Beijing to define the playing field, in our
own backyard and around the world. The 5G battle also taught us
that it's not just about the particular hardware, but about the broader
digital infrastructure deployment, and it is critical that the United
States maintain its strong lead in digital infrastructure such as cloud
computing. A bright future for the peoples of the Western Hemisphere
demands anchoring our digital ecosystem in secure, transparent,
and free networks, resilient against outsider threats and advancing
prosperity for all.

THE QUESTION IS SIMPLE:

What kind of world do we want to live in? The United States cannot afford
another 5G moment, when hesitation and complacency allowed Beijing to
define the playing field, in our own backyard and around the world.




